access includes nearly all documents filed by the parties, orders and other rulings by the presiding judge and the final judgment. Although modest fees and usability barriers undoubtedly inhibit casual use by average citizens, intermediaries such as traditional media, bloggers and special interest web sites are increasingly filling the gap.
What has emerged, like so much that the Internet has brought about, is both startlingly new and rich with implications. What might it mean to have practical barriers that in the past separated most citizens (as well as interest groups and business entities) from court proceedings reduced to relative insignificance? The PACER program and the information environment surrounding it have developed to the point where it should be possible to see some of the likely gains-as well as the (as yet) missed opportunities-and the social costs resulting from increased transparency that must either be accepted or addressed. State court systems, lagging far behind the federal judiciary in creating comprehensive systems of remote public access, have, in important respects, taken quite different approaches. The contrast they furnish to the federal scheme may help illuminate key issues in this rapidly unfolding phenomenon.
Unquestionably, what the Administrative Office of the U.S. Courts and Judicial Conference of the United States have built-even without the contemplated extensions-offers citizens, journalists and academics unprecedented access to the details of individual court proceedings. But to hold PACER in that frame is to miss much of its impact. Moreover, some of the gains one might hope or expect to flow from enhanced access remain largely untouched by PACER and its less developed relatives in the states.
Identifying PACER's full impact and unrealized possibilities and understanding why they exist, requires a closer and more critical look at the emerging federal model-what PACER makes possible and doesn't, what forces have shaped the system's design, who uses PACER and for what purposes and how the information it holds feeds into external information channels. This Article begins with those questions. It then proceeds to examine why state courts are, in general, approaching the same issues so differently.
II. PUBLIC ACCESS, A NON-CONTROVERSIAL (BUT ILL-DEFINED) GOOD
Why should improved public access to court proceedings be embraced as an important target of public action and expenditure, particularly at a time of stressed judicial budgets? Although the rights to public access in traditional physical terms arising from the Constitution and federal common law 5 have not been understood as bearing directly on online 5 . The decisions of the United States Supreme Court that recognize a constitutional right of access to judicial proceedings leave numerous large questions unanswered. These include, critically, whether the right extends to civil as well as criminal proceedings and the degree to which it applies to documents filed in a [Vol. 53: p. 855 2 Villanova Law Review, Vol. 53, Iss. 5 [2008] , Art. 4 https://digitalcommons.law.villanova.edu/vlr/vol53/iss5/4 accessibility, 6 decisions recognizing and delineating such rights provide an inventory of reasons why improving access through new technology might seem a straightforward good. Some of those decisions go little beyond reciting the long history of a common law "right to inspect and copy public records," including those held by the judiciary, and asserting a strong connection between that right and democratic governance. 7 More specific grounds have been articulated, however, particularly as courts have been forced to balance countervailing public and individual interests against the right of citizens or the press to observe a specific proceeding or to see and copy documents or other evidence submitted in the course of litigation. Among the fine purposes cited as justifying access are: " Assuring that individual judicial proceedings are both fair and seen to be fair 8 " Ensuring that the "constitutionally protected 'discussion and, where appropriate, criticism of governmental affairs' and government officials is an informed one" (2005) . Remote access aside, the application of the right to see and copy trial evidence to evidence submitted in electronic form is a matter on which the Supreme Court has not spoken and the circuit courts are not in agreement. See Coffey, supra note 6, at 1263. At one end of the circuit court spectrum is the Second Circuit, which held in United States v. Myers that "only the most compelling" circumstances can overcome the presumption of access, thereby enabling the media to copy videotaped evidence. 635 F.2d 945, 952 (2d Cir. 1980) . At the other end of the spectrum is the Fifth Circuit, which has refused to recognize a right to copy electronic evidence. See Belo Broad. Corp (1978) . Justice Brennan's concurring opinion in Richmond Newspapers, Inc. v. Virginia, which recognized a First Amendment based right of access to criminal trials, stressed the fundamental importance of openness to "our republican system of self-government." 448 U.S. 555, 587 (1980) (plurality) (Brennan, J., concurring). " Permitting the public the opportunity to monitor and respond to ("check") the judicial process' 1 " Providing an outlet for community "concern, hostility, and emotion" in cases that are in the public eye 12 Bearing more directly on the importance of online access are decisions that stress the equality interest in providing those who are unable to attend a legal proceeding with an opportunity to scrutinize evidence, rulings and other events-an opportunity comparable to the one available to those of the public who are able to be present at the courthouse. 13 High profile proceedings bring the pressure for public access to a peak. Criminal prosecutions or civil suits involving celebrities have this effect. This holds for not only individuals previously well known from civic life, sports or the arts, but also for individuals and corporations thrust into the public consciousness by the very events that are the subject of legal action. Trials and trial preliminaries that deal with alleged wrongdoing by public officials, and those where the core matter touches many liveswhether a corporate bankruptcy or acid rain-provide especially compelling cases.
In the high profile case (national or local), access to documents for the average citizen is likely to pale in importance alongside the prospect of "gavel to gavel" coverage. 140 (2004) . Solove identified and elaborated upon four distinct public functions served by access to government records, including but not limited to court records: (1) improved public accountability and public education through illumination and scrutiny of the activities or proceedings involved; (2) better informed decisions about the performance and backgrounds of particular public officials or candidates for office; (3) facilitation of transactions that depend on information about the status of property, individuals or legal proceedings; and (4) the rights of university and college students, 19 consequences of amendments to the Federal Bankruptcy Act or the stance taken by the current administration on issues of climate change. The aims or purposes supporting citizen access to legal proceedings reviewed above have not been used in this country to filter or limit that access. Judicial discretion to consider a requester's likely purpose in restricting access to certain proceedings, exhibits or records is acknowledged, 20 but once material has been placed in the record it becomes available to any and all. Individuals and entities with motives that are far removed from holding courts accountable or gaining greater understanding of the judicial role or a public issue-motives ranging from simple curiosity to more serious concern about particular individuals or firms and commercial self-interest to ill will-are not denied access to courthouse records. This is particularly clear with federal bankruptcy proceedings as to which a statute declares the right of creditors and others to examine case dockets and filings "at reasonable times without charge." 21 PACER has been erected in the same model. Indeed, it is fair to see in the system's evolving design a conscious effort to attract and accommodate users pursuing aims other than public scrutiny of the judicial process.
III. POLICIES AND FORCES THAT HAVE PROPELLED AND SHAPED THE PACER SYSTEM

A. PACER's Origins
Those tracing the history of PACER date its birth in 1990, when an appropriations act authorized the federal judiciary to build a system furnishing remote access to court records, to be supported by funds generated by access fees. 22 Indeed, the act provided no general revenues for the initiative. Three years later, a report of the House Appropriations Committee stressed the value of the initial system to other components of the federal government, and urged "the Judiciary [to] equip all courts, as rapidly as is feasible, with the capability for making such records available electronically and for collecting fees for doing so." 23 The same report explicitly approved the imposition of those fees on other government departments. By the mid-1990s, some 180 federal courts were offering fee- based public access to their case management records via the then dial-up PACER system. A large fraction of their traffic came from the Justice Department and other governmental units. 24 Initially, those using the system had to retrieve case records on ajurisdiction-by-jurisdiction basis, which meant they had to know which court was involved. Since nearly all users at the time were lawyers, government departments or others monitoring specific cases, that posed little hardship. Pressure came from other quarters, however, for a nationwide search capability. That led the Administrative Office to superimpose a national index on the records held by individual courts. Work on the U.S. Party/Case Index began in 1995, and it was complete in 1997. 25 The addition of this national index was followed by PACER's move to a web interface in 1998, and the spread of a new electronic filing system. 26 That filing system expanded the available case information from docket entries to much more. The result was an explosion of use; significantly, use by others than those directly involved in or following specific litigation. There were 20,028 user accounts in 1995, 39,408 in 1999 and 270,000 in 2003.27 Several factors explain this rapid growth. To begin, PACER benefited from synergy with efforts by other branches of government to connect with the public via the Internet and the spreading public expectation that official information could be found online. In addition, as already noted, remote access was easily understood and supported as merely a more effective means of honoring the courts' historic commitment to transparency. Both the value and meaning of openness were largely assumed to be self-evident and, at least initially, non-controversial. Importantly, it was possible-with relatively little difficulty-to append this new mode of public access to technology and data structures that were independently justified by the gains they offered courts and direct participants in litigation. And finally, online access was set up to be self-financing, paid for by fees that users appeared quite willing to pay. The provisions bearing on PACER included mandates that court websites provide access to all docketing information and also, subject to exceptions, to all case filings made in or converted to digital format. 32 The Act directed the Judicial Conference to explore the feasibility of connecting docketing and filing systems so that "all filings, decisions, and rulings in each case" could be retrieved by following links from the online docket sheet, even though by 2002 that functionality was already part of PACER. 33 Lastly, it softened the requirement that access be conditioned on payment of fees, by amending the underlying appropriation act language to authorize fees "only to the extent necessary." 3 4
Growing alarm about possible negative consequences flowing from unlimited remote access was expressed in two specific exceptions and a broad charge to the judiciary (individually and collectively) to take steps to assure adequate protection of "privacy and security."
3 5 The first exception simply made clear that although the Act aimed to improve access through the medium of the Internet, it required no change in existing rules and procedures; the Act provided: "Documents that are filed that are not otherwise available to the public, such as documents filed under seal, shall not be made available online." 3 6 The second exception limited the temporal scope of the Act's requirement. Reflecting implicit assumptions that public access to court proceedings relates only to individual cases and has its principal, if not exclusive, value close to the time they take place, the Act required only that courts keep the docket information and filings of a case online for a year after it has closed. Congress left to judicial rulemaking the more difficult issues of whether the balance between public access in this new mode and competing concerns of the sort suggested by the words "privacy and security" should be struck differently online than with paper records held at the courthouse. The legislation called upon the Supreme Court and Judicial Conference of the United States to develop court rules protecting "privacy and security concerns." Those rules, it said, should "to the extent practicable" apply uniformly throughout the federal courts and draw upon "best practices in Federal and State courts." The effective date of the provisions requiring access to electronically stored documents was August 2007. To the already flourishing PACER program, the Act furnished a fresh source of legitimacy, a new banner "EGovernment" and a timetable. The rules the Act called for dealing with "privacy and security" took effect December 1, 2007.
39 Even as they did, however, there were signs of instability in the initial resolution of the conflict between the values served by public access and concerns about potential harms struck by the Judicial Conference. Because of fears about risks to cooperating witnesses, the Justice Department requested that plea bargains be removed from PACER, a proposal on which the Judicial Conference of the United States has solicited public comment. 40 This early evidence of conflict, coupled with quite different conclusions about the proper scope and terms of online access among the states, provides powerful evidence that the underlying issues are complex. Moreover, such evidence indicates that the straightforward application of historic norms and practices worked out in relation to physical documents and records to the rapidly evolving online environment may not, in the end, prove either feasible or desirable.
C. Access Delivered Through a System Built for Lawyers, Judges and Court Personnel
The federal courts did not establish computer-based case management systems or subsequent electronic filing and document management systems in order to provide the public with better access to court records. Those systems were created because they offered major gains for judges and court administrators. Remote access to them was also of immediate and direct benefit to lawyers, not only those already engaged in a federal practice, but also those who might consider representation in federal cases once one of the major advantages of proximity to the courthouse was removed. By reducing the amount of records review and copying taking place in the courthouse, online access promised to reduce the record reshould allow parties, where necessary, to file an un-redacted copy of the same document under seal. 4 1 In addition, as previously noted, remote access provided immediate payoff for government departments with a direct interest in litigation-agencies ranging from the Social Security Administration to the Justice Department. The benefits of electronic storage and access were so clear that they led some courts to convert paper documents to an electronic format prior to the introduction of electronic filing.
As components of systems designed principally to produce benefits for the direct participants in the litigation process, PACER's tools for remote access reflect the underlying institutional architecture. Civil suits, bankruptcies and criminal prosecutions are lodged with individual courts. Just as courts, not some central bureau, maintained the dockets and held the case records in hardcopy, so the new electronic counterparts were installed court by court. Nevertheless, the electronic systems were pushed and guided by encouragement, software, technical support and training from the national Administrative Office. The E-Government Act reflected this reality; its action mandates were directed at each individual federal court, not some higher level collectivity or office.
4 2 Although the federal courts' electronic record systems are today largely compatible and offer a consistent interface to both lawyers and the public, PACER is fundamentally an aggregation of 200 or so individual court databases rather than a consolidated national data system. The principal activities of the program's national office are maintenance of the national case index, user registration, technical support and collection of fees.
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D. Remote Access at No Public Expense
Although congressional appropriations paid for the staff and computer systems necessary to create the case management and electronic filing infrastructure upon which PACER rests, they did not fund public access. Historically, courthouse access to paper records had been free in only the most literal sense. Court clerks were not authorized to charge lawyers, journalists, land title companies, credit agencies, academics or curious members of the public who wanted to inspect particular litigation records in their custody. Inspection also included the right to take notes. Though a few enterprising researchers managed to stretch note-taking so Against this background, online user fees could readily be set so as to compare favorably with the full costs of obtaining records through visits to the courthouse. Indeed, even for many directly involved in litigation, remote access at PACER rates offered net savings. Congress saw this as a way to fund remote access, and the Administrative Office of the U.S. Courts made the arithmetic work. As a self-financing activity, independent of congressional appropriations, PACER was free to grow and evolve under the management of the Administrative Office and policy guidance from the Judicial Conference of the United States, with only the lightest oversight by Congress.
The explosive growth in use of the system over the last decade generated revenues on a scale permitting the expansions and improvements noted previously, cross subsidy in the form of free use by electronic filers and selected others, IT training for judges and staff and other arguably related programs.
4 6 Since that growth took off in 1998, PACER fees have not been cut, but were, in fact, increased from seven cents to eight cents per page in 2005, 47 yielding revenue faster than the courts have been able to spend.
48
E. Public Access in Service of a Burgeoning Information Industry
The "public" that has taken advantage of the PACER system, paid its fees, encouraged and sustained its growth and shaped its features has a This illuminates a crucial fact about PACER, namely that the information to which it affords access (docket entries, case documents and more) holds immense value in the world of commerce. That value flows not from the light it casts on the performance of the judicial system or on legal issues but rather from what court records reveal about individuals and entities engaged in litigation. Intermediaries gathering information from court records for resale have grown in number, size, sophistication and profitability in the "Internet Age." The country's three major credit reporting agencies now hold extensive records on most adults.
Those records combine data drawn from private sources (e.g., financial institutions and creditors) with information drawn from court records (federal, state and local-bankruptcy filings, mortgage foreclosures, judgments and liens).53 The large information company ChoicePoint offers as one component of its "Enhanced Due Diligence services suite," a civil court search. The company explains that the service helps users deter- mine "if your business partners and employees are involved in monetary law suits or have pending judgments," and thus helps "you feel secure about the people you place in positions of trust and authority.
'5 4 As 2008 began, the legal information vendor FastCase added a ChoicePoint search to its range of subscriber offerings. In doing so, it suggested numerous professional uses:
Need to find out whether your new bankruptcy client has filed before (or whether they've disclosed all of their assets)? What about finding more information about the spouse in a family law proceeding, or whether a potential defendant is judgment-proof for a lack of assets? What about researching an opposing witness? ... In some cases, this kind of due diligence is required by statute (bankruptcy, for example)-in other cases, it's just good lawyering to find out everything you can about the parties, witnesses, or potential parties in a suit.
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Information services tailored for those evaluating potential corporate acquisitions or joint ventures and law firms plotting marketing strategies also incorporate litigation data.
6
To a modest degree, PACER itself facilitates such "due diligence" and market research. Cutting across the individual court case data collections is the now-nearly comprehensive, nationwide index. That allows registered PACER users to retrieve cases by party name and, with bankruptcy proceedings, party name and Social Security number. The privacy concerns articulated in the E-Government Act led to a federal court policy and ultimately, effective December 1, 2007, new court rules directing attorneys to avoid the inclusion of certain personal identifying information (including full Social Security numbers) in case documents. Those rules require that Social Security numbers included in new filings be truncated to the last four digits but leave older records unaffected. PACER's national index has been adjusted to allow search by party name and just those final four digits. 57. This provides reasonable assurance to researchers that a search on an individual with a common name will not retrieve litigation involving namesakes, but
https://digitalcommons.law.villanova.edu/vlr/vol53/iss5/4 category, a feature of value to those who want to restrict a search to an individual or entity's litigation of a certain type-IBM's patent litigation, for example-rather than the full array of its suits.
Nonetheless, as a direct means of gathering information on a prospective borrower, business partner or client, PACER is both clumsy and seriously incomplete. Its incompleteness is unavoidable. No federal court information system is going to include data from cases filed in state or local courts or augment case records with information drawn from employers, landlords or creditors. It is through the aggregation of data across such boundaries that the private information sector has achieved such enormous growth. PACER's interface and search tools are quite adequate to information industry requirements for gathering data held in federal court systems. On the other hand, they are sufficiently limited that they provide a market for commercial database offerings that consist of PACER data and a more sophisticated search engine.
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The commercial value of PACER to those resellers has financed the system, kept its fees at modest levels and, as previously noted, even allowed some cross-subsidy. 59 Congress has explicitly authorized the latter. 60 The current fee schedule allows individual courts to exempt from fees certain uses and users-non-profits, scholars and bankruptcy case trustees. The wholesale data-flows from this public source are not cost-free. The most obvious costs stem from the resulting lack of control. With court records rapidly and routinely gathered and stored in multiple private data collections, subsequent official actions that "expunge" or "seal" them lose practical effect. Even without such discrete actions aimed at withdrawing court records from public access, there lies the as-yet-unanswered-question of how long diverse interests in personal privacy should be subordinated to the need for judicial transparency. Since the practical obscurity of paper records increases over time, policies designed to shield unlike searches on intact Social Security numbers it will not assemble filings involving diverse spellings of the name of a single individual. those involved in court proceedings from life-long consequences to reputation have largely been focused on the young. But with searchable electronic data, proceedings that occurred decades ago are every bit as conspicuous as the most recent ones. Reflecting a highly conservative view of the public interest in transparency, the E-Government Act's mandate that federal court docket entries and electronic filings in a case be accessible online extends only a year beyond the action's termination. 62 To date, however, PACER data has simply accumulated. The federal courts have yet to face the issues of when to retire old case records to less accessible archival storage and whether access ought to be limited, after a period, to certain types of cases. The courts may never be able to address these issues effectively because of the unconstrained private sector re-dissemination of PACER data. Widespread dissemination of information from court records also increases the ease with which those with malevolent purposes can use them to cause harm.
The skewing effect that this financial dependence on the market value of court records has had on system design is far less conspicuous. Features with reasonable prospects of furthering the foundational goals of transparency, judicial accountability, public education and informed debate on important matters of policy have been ignored or rejected.
63 Otherwise-beneficial arrangements that might have threatened the willingness of the commercial sector to pay PACER fees have not been treated as realistic options.
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F. Greater Transparency for Litigants than Judges or Attorneys
The dominant concept of openness in the judicial process and its corollary, public access to court documents, are-like the judicial process itself-rooted in the particular. Public interest in a specific civil or criminal matter typically frames the arguments for access. Access is said to be important so that individual judicial proceedings can be monitored, checked and seen to be fair. Some view access to cases in the public eye as providing an important "outlet for community concern, hostility, and emotion." 65 Access to litigation bearing on the performance of public officials ensures that "constitutionally protected 'discussion of governmental affairs' is an informed one." 66 Even examples of access as fostering public
62
. See E-Government Act § 205(b) (2) (providing that electronic files and docket information concerning cases that have been closed for more than one year need not be made available online).
63. See LoPucki, supra note 45, at 2162-66 (outlining and disputing various arguments in favor of current status quo in electronic court-data dissemination). education about, and confidence in, the functioning of the legal system tend to be expressed in the particular. When applied to other branches of government, however, measures designed to improve transparency and accountability extend to such factors as performance over time, performance of individual public officials and ongoing public functions.
By most measures, the federal PACER system and its underlying electronic filing and case management infrastructure work well for those directly involved in, or concerned about, specific litigated matters. In this it dramatically improves upon the type of records investigation historically possible with documents held at the courthouse. The superimposed national index offers a radically new capability, one designed to meet the needs of those seeking to gather information about litigation that involves a particular individual or entity, all such litigation or all such litigation of a particular type. It also facilitates the harvesting and aggregating activities of commercial resellers-from the credit rating bureaus to those creating sophisticated market or deal analysis services for businesses and law firms. Litigants in the federal courts are thereby exposed to scrutiny by any and all who would know more about them regardless of purpose.
Significantly, the same is not true of the central figures in the litigation process-lawyers and judges. Evidence of their performance in a particular known case can be retrieved, but there is no search feature comparable to PACER's party name search that would allow a user to gather and inspect judge or attorney actions across multiple cases. 67 Of course, the system holds this data, but it does not permit the data fields for judges and attorneys to be the subjects of search. They are left off both the nationwide index and the search functions at individual court sites. Those considering retaining a particular attorney or firm, and those confronting a judge, value such information and can obtain it using commercial systems built from docket data drawn from PACER. 68 press, supra. West offers the latter both as a standalone service and through the comprehensive Westlaw service. See CourtExpress, supra. LexisNexis Courtlink offers "Strategic Profiles," which provide the ability to "[slee a sampling of an attorney or law firm's experience in a specific nature of suit or in front of a particular judge." CourtLink, supra. It also enables users to retrieve a particular 'Judge's experience in a case type." Id. 
lV. THE PACER MODEL-REJECTED OR UNATrAINABLE IN MOST STATES
It was over a decade ago that the federal judiciary embarked on its ambitious program of converting the litigation process from paper to electronic media and of providing remote access to the resulting digital records.
6 9 Due to a cluster of mutually reinforcing factors, state court systems have been far slower and less coordinated in making this transition. 70 Moreover, several of the first movers in this area have chosen means that severely compromise public access when compared with those employed by the federal judiciary. 
A. Electronic Filing and Digital Conversion More Generally Proceeding at a Far Slower Pace
By the end of 2007, electronic filing was an option in nearly all federal trial courts and was mandatory in a large number; yet only about half the states even had rules permitting electronic filing. In several of those, it was, in fact, available in only a few courts. 72 Computer-based case management or docketing systems have become widespread, but remote access is, at best, uneven. Additionally, without electronic filing and the resulting digital case records, online access offers only modest benefits, especially to those not directly involved in a particular piece of litigation. In sum, the state courts seriously lag behind the federal courts in this area and, as a group, vary in their implementation of computer-based case management and filing systems, and online public access to them. 73 press, a subscriber can search the very same data contained in the PACER system by judge, type of suit and date range. For example, a search of Westlaw's "DOCK-FED-ALL" for "Brock Hornby" and "copyright" and "this year and last year" will yield a list of Judge Hornby's recent decisions in copyright cases. 7 4 Prior to extending online access to the resulting electronic case files, New York had already opened Web access to docketing information held by a statewide case management system. 75 Unlike most other states, New York has embraced PACER's core principle that online access should extend to any and all records that members of the public have a right to view and copy at the courthouse. Implementation is proceeding cautiously, however, due in part to uncertainty about that principle's full implications.
Even at this early stage, certain elements of the New York public access system provide a useful perspective on aspects of PACER. PACER users must register, and their subsequent use is logged and charged. In contrast, use of the New York online access system is both free and anonymous. Like PACER, the New York system contains a jurisdiction-wide search capability; however, unlike PACER it permits searches to be run on the name of a judge or attorney.
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Free public access does mean that New York has decided to forego deriving revenue from the value of court data to information resellers. The New York system's Web interface is carefully designed to prevent automated data harvesting, and the site's terms of use specifically forbid com-CTR. FOR 
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mercial redistribution. 78 The aim is not to deny court records to those engaged in such redistribution, but rather to protect the state's sales of court information in bulk and to shield the public access servers from heavy traffic generated by wholesale data mining. 79 This two-tier approach drops the access threshold for citizens, journalists and scholars without sacrificing court data as a revenue source. 80 It also forces commercial data gatherers into a tighter relationship with the state. That, at least potentially, gives the New York court system greater control over the practices of those holding and redistributing information drawn from court records than the federal courts retain.
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B. The Difficulty of Realizing a Coordinated or Uniform Approach
The Administrative Office of the United States Courts and the Judicial Conference of the United States have led the federal courts' conversion from paper records and filing to electronic media. From an early point, their goal has been the use of the same case management and electronic filing systems throughout the federal judiciary. While individual district, bankruptcy and circuit courts retained important measures of control over timing and details, the pace, support and controls flowing from the national effort minimized the risk that individual courts would independently adopt different, and perhaps incompatible, systems. The New York Consolidated Court System follows a similar statewide approach. In most states, however, such uniformity is a distant prospectif not an impossibility-because of how their trial courts are funded and administered. In 2003, California's Chief Justice Ronald George, then Chair of the Conference of Chief Justices, was asked to compare public access in the states with that being achieved through PACER. His response highlighted a profound structural difference between federal and state courts:
It is a monumental effort to achieve coordination even on a statewide basis, let alone attempt to have a coordinated approach among the states. There is a fundamental difference, of course, in the structure and financing of our state and federal judicial systems ....
[U] ntil recently in California and certainly in many other states still, funding came mainly from county governments ....
So each court and county developed its own procedures, including procedures for electronic access ....
In the federal courts, of course, funding is centralized and the system is much smaller, and therefore it is much easier for the federal system to develop uniform practices. In some of the largest states, judicial administration and funding remain so decentralized that individual courts, counties or districts make the key decisions about implementation of new document filing, case management systems and online access systems. In several states, the custodian of each trial court's records, the clerk, holds a constitutional office and is elected by the local populace, enjoying substantial political-if not complete legal-autonomy. 83 The very first legal issue addressed in a 2005
report of the Florida Committee on Privacy and Court Records was whether clerks were subject to the supervision and rule-making authority of the state supreme court. 8 4 While the committee concluded that they were, the issue demanded serious attention. 8 5 The Florida Supreme
Court had previously imposed a moratorium on online access to court records pending the formulation and promulgation of statewide policies. The moratorium found broad support because of the lack of caution and consultation with which some court clerks had begun placing judicial records on the Web. 8 6 In Oklahoma, the political power and administrative autonomy of district court clerks blocked an effort by the state judiciary's administrative office to establish a single statewide case management system.
8 7
California provides stark illustration of the unfortunate consequences that can result from decentralization. Units of the California judiciary, large and small, have felt enormous pressure to realize the efficiencies and cost-savings of conversion to computer-based case management and electronic filing. Trial court systems operating in large population centers, such as Los Angeles and San Francisco-both of which handle immense annual volumes-have been drawn by the huge potential benefits of switching from paper-based to digital records. Some smaller units have also been early adopters because of the ease of conversion resulting from their small scale. Although the pressures are statewide, and the advantages of a coordinated approach obvious, the extreme autonomy of the state's trial courts has relegated top state judicial officials to the role of boundary-setters. 88 In the absence of an effective state-level initiative, California trial courts have taken very different approaches to electronic filing, case management and online access to court records.
89
The Administrative Office of the California Judicial Branch and the state Judicial Council have tried to influence local decisions, but the resources, incentives and initiative all lie with individual courts. 90 Courts in the state's fifty-eight counties have more than 200 case management systems. Cross-system compatibility is rare. 88. See CAL. R. OF CT. 2.500-2.507 (providing rules "intended to provide the public with reasonable access to trial court records that are maintained in electronic form, while protecting privacy interests"); see also COURT TECH. ADVISORY COMM., REPORT SUMMARY: PUBLIC ACCESS TO ELECTRONIC TRIAL COURT RECORDS (Oct. 5, 2001) (recommending and justifying now-effective state court rules regarding online publication of court documents).
89. See California Weblinks, http://www.courtaccess.org/states/ca/ca-web links.htm (last visited Mar. 24, 2008) (providing links to access data from various state trial and appellate courts).
90. See California Courts, Programs: Electronic Filing in California: Concepts, http://www.courtinfo.ca.gov/programs/efiling/concepts.htm (last visited Mar. 24, 2008) . Lacking the funds to create an e-filing system and confronted with diverse approaches and capacities across the state's courts, the administrative office has focused on creating a recommended conceptual model-premised on use of private sector electronic filing service providers-and specifications. See id.
91. See id. (discussing differences among various case management systems of counties).
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https://digitalcommons.law.villanova.edu/vlr/vol53/iss5/4 litigants or their representatives with a uniform approach.
9 2 This places an enormous burden on the many lawyers whose practices extend beyond a single court's jurisdiction. Consequently, the inconsistency has created a market for commercial services that offer a consistent electronic interface to filers while also meeting the diverse requirements of California district courts, including those that still accept only hardcopy.
9 3
Although commercial electronic filing services can, at a non-trivial price, respond to the state bar's need for greater uniformity, they leave issues of public access to individual courts. California has state rules that govern public access to electronic court records. 94 Those rules not only authorize, but encourage courts to furnish online access. 9 5 They also impose limits, such as forbidding remote access to the records of juvenile and mental health proceedings. 9 6 In the end, however, the ultimate questions of how-and even whether-to provide electronic access rest on local court judgments about allocation of technical and financial resources.
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The San Francisco Superior Court has an "Electronic Information Center" that is free and open to the public. It affords integrated access to the court's civil docket information and filed documents in more recent cases. 94. See CAL. R. OF CT. 2.500-2.507 (providing guidelines concerning electronic filing of court documents and public access to court information).
95. See CAL. R. OF CT. 2.500(a) (intending "to provide the public with reasonable access to trial court records that are maintained in electronic form, while protecting privacy interests").
96. See CAL. R. OF CT. 2.503(c) (restricting access to electronic files related to juvenile court, mental health and other sensitive forms of proceedings).
97. See CAL. R. OF CT. 2.503(a) (permitting courts discretion in how best to provide "reasonably available" records, "in electronic or paper form," to public). 
D. A Focus on Electronic Filing to the Neglect of Public Access
Colorado's outsourcing approach places electronic court records in the custody and immediate control of a commercial service provider. The model represented by the federal courts' filing and case management system, as well as the system taking shape in New York, lies at an opposite extreme. The systems consist of standard arrangements for publicly administered and maintained filing and document management, with appended public access, throughout the jurisdiction. 121 The critical difference between the two models lies not in who has created the technical infrastructure, but rather in who assumes responsibility for and maintains control over the filing system and the resulting electronic case records.
118. See id. at 2 (discussing possible advantages of outsourcing evidenced in past experiences).
119. 24, 2008 ) (discussing Texas electronic filing system, its benefits for practitioners and process through which system may be accessed). trial court level. In some districts, no online access exists. 127 In others, basic case-event information is provided. 12 8 In still others, electronically filed and scanned case documents are available online. 129 There is no statewide database or index, and to date there has been no integration of the state's electronic filing system with public access, except at the court level. In short, Texas is building a coordinated system of electronic filing, but has yet to focus on harnessing that system to achieve improved access.
E. Greater Concern About Potential Harms Flowing from Greater Access to Sensitive Information
The highly decentralized structure of most state court systems limits state high courts and state-level administrators to authorizing and constraining (rather than designing and managing) the means of online access. This role, in addition to differences of scale and subject matter, furnishes a likely explanation for the conservative approach to remote access prevalent in state rules-one that does not presume that all information that the public can see in hardcopy should be available online. The model guidelines on public access approved by the Conference of Chief Justices and the Conference of State Court Administrators in 2002 distinguish sharply between information to which the public is given access in the courthouse-whether in paper or via public terminals-and information distributed online. Remote access is limited to indices of parties and filings and 'judgments, orders, or decrees.' 30 The accompanying com- Exposing increased portions of the litigation record online unquestionably increases the risk that it may include information that can readily be used to cause harm. With paper records and paper transcripts, practical obscurity does indeed serve as a shield. Electronic documents, not to speak of electronic transcripts, make it possible for sensitive data, from account numbers to trade secrets, to be located in a single search. If online access is limited to docketing systems, court staff can realistically carry out policies designed to minimize misuse-principally by assuring that certain types of sensitive personal information are not included. Systems that expose all documents filed in a case place far greater burdens on those responsible for screening them to redact sensitive information or to seek to have the document or proceeding placed under seal. In the federal system, and those of most states, that screening burden rests primarily on the parties' attorneys. Although the responsibility has always been there, online access places far more at stake on its being carefully discharged. In the short term, state systems appear to be more skeptical than the federal courts have been about their ability to induce lawyers and trial judges to give motions to seal and the redaction of personal information from court filings the greater attention and care called for by online access. Pushing a change of this magnitude through a highly decentralized judiciary is no small challenge. Due to the possibility that greater responsibility may lead to malpractice liability, state bars are not likely to be enthusiastic about the change. period of transition. 135 Additionally, there is the challenge of figuring out how to protect the unrepresented.
1 36 For these reasons, it is unsurprising that in highly decentralized judicial systems like those that characterize most states, serious doubts should exist about the mechanisms designed to screen out or shield information with too great a potential for harm. Those doubts make it likely that most states will take a very cautious approach to online public access for some time to come.
V. CONCLUSION
Transparency, openness, public access and accountability are widely coupled with references to light and sunshine. 137 In the case of data structures-no less than physical ones-what light illuminates and what it enables the eye to see are governed by architecture. The placement of windows, walls and passageways can reveal a great deal about what those designing a building were willing, if not eager, to have viewed from outside, and what they were not.
13 8 The same holds true for the architecture of systems providing access to court records.
So long as public access is understood as referring only to the records of discrete proceedings, the online system created by the Administrative Office of the United States Courts and Judicial Conference of the United States opens a remarkably unimpeded vista. Anyone knowing a case's parties, approximate date and court can find and retrieve full docketing information and, increasingly, all filed documents for the case. Full transcripts are becoming available. Yes, the system imposes a charge. The interface could be friendlier, and one has to register. Whether compared with the degree of openness previously furnished by hardcopy records or that available in the states, however, the federal online system lets in an unprecedented amount of light producing a high degree of visibility.
The most obvious and immediate beneficiaries are litigants, lawyers and others with a direct stake in specific proceedings. What was possible before with records held at the courthouse has become enormously faster, 135. See Lois McLeod, Deficiency Memos inECF, S.C. LAw., Jan. 2007, at 10 (discussing problems encountered in district court's electronic filing system, including privacy and security). The inclusion of personal identifying information is one of the top ten errors found by court staff in electronically filed documents. See id. better and cheaper. For some of these beneficiaries-but even more clearly for a variety of non-participants-"faster, better and cheaper" makes more visible material that was previously blocked by barriers of cost, inconvenience and obscurity. A new set of online intermediaries has helped bring this about. A member of the public curious about Jack Ambramoff's plea bargain or Barry Bonds's perjury indictment can retrieve the pertinent documents in full-text without being a registered and knowledgeable PACER user. A Google search will locate both at open Web sites that have drawn the documents from the public system.
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The appetite for legal morsels like these has grown. Today, news sites will go to considerable lengths in tracking down court documents that bear on current headlines when those documents are available in digital format from the clerk's office. The complaint in the defamation suit brought by Roger Clemens against his former trainer was posted online at www.thesmokinggun.com the day after it was filed in the District Court for Harris County, Texas.
140 Although PACER's national index sits behind a registration and login barrier, an open commercial site that regularly draws data from PACER has, effectively, removed it. The Justia.com front end to the federal system also offers useful search features the federal system does not and, with selected cases, the site enables direct retrieval of filed documents rather than forcing the user into PACER for them. 142 As PACER and the offerings of some commercial redistributors demonstrate, however, electronic court files are much more than hardcopy equivalents that can be pulled and copied more readily. Properly indexed, they constitute data that can be gathered, sorted and put to use by individuals who at the outset were unaware of the relevant cases or even their existence. This allows inspection of litigation records along lines and from vantage points that were previously blocked.
For lawyers, judges and others closely involved in the litigation process, this unprecedented ability to search records across cases and courts offers the prospect of learning from, or even appropriating and adapting, the work product of others-motions, briefs and rulings. Some will also find it useful in assembling lawyer or judge-profiles from past cases as they tailor future strategy toward those individuals. The evidence from PACER, however, is that the greatest demand for searchable court records arises from the capacity to identify and retrieve information having to do with litigation involving specific individuals, entities or properties. This function has some value to those who would use the public system directly to do "due diligence" research. It holds immense value for the industry engaged in harvesting and aggregating court and other data for resale, especially those offering background or financial checks on individuals and business entities.
Unavailable in PACER's national index and in individual court systems and, as a consequence, shielded from scrutiny, are the figures central to this public activity-the judges.1 43 Scholars engaged in empirical work, journalists and others who would examine an individual judge's productivity, possible bias or treatment of a particular class of cases or parties are not aided by this public access system. As a consequence, potential dramatic improvements in judicial accountability, public understanding of the legal order and the information available for public debate on issues of policy and law reform remain more rhetoric than reality. PACER demonstrates that an online access system designed to tap the significant market value of court data need not necessarily foster such non-market uses. Realizing benefits of this sort will require not only conscious attention, but also acceptance by judges themselves of a new and potentially uncomfortable form of scrutiny.
Past treatment of court data by the Administrative Office of the United States Courts is not encouraging on this score. For years, it has collected data on all closed cases and offered the resulting database to scholars for study. 144 The released data set contains all thirty fields of information gathered by that office for each case with one exception-presiding judge. Writing about the consequences of this phenomenon for studies in the bankruptcy field, Lynn LoPucki has hypothesized that this single restriction has-perhaps purposefully-drawn legal researchers' attention away from judges and judicial efficiency and toward other topics of study.
14 5 As he also observed: "The withholding process is so subtle as to 
